
 

 

Linux System Monitoring 
 

 



As I dive deeper into the world of DevOps, system observability is becoming more than just a 

buzzword. Today, I’m learning how to monitor Linux systems effectively using built-in tools and a 

few additions. 

 

Why Monitoring Matters in DevOps ?? 

Whether your app is crashing, running slow, or using too many resources — keeping an eye on your 

system is the first step to fixing problems and making things run smoothly. 

Installation (if not available by default): 

 

 

Categories of Monitoring 

 

 

 



💻 Basic Usage Examples 

    CPU Monitoring 

Top :  Real-time view of CPU & process usage 

 

Htop:  Colorful top with scroll/filter 

 

mpstat -P ALL 1: CPU usage per core, every 1 second 

 

 



       Memory Monitoring 

free -h  → Displays total, used, and free memory in a human-readable format. 

 

vmstat 1 → Shows system performance stats like memory, CPU, and IO every 1 second (5 times). 

 

 

    Disk Usage 

df -h → Shows disk space usage for all mounted filesystems in human-readable format. 

 

 

du -sh → Displays the total disk space used by the current directory in a human-readable format. 

 

 

 

 

 

 

 



iostat -xz 1 → Detailed CPU and disk I/O statistics, updated every second. 

 

 

  Network Monitoring 

ifconfig → Displays network interfaces and IP addresses (legacy). 

 

 

 

 

 

 

 

 

 

 

 



netstat -tulnp → Lists open ports and services listening on them. 

 

 

ss -tulwn → Faster alternative to netstat for socket statistics. 

 

 

 

   Process and Load 

Uptime → Shows system uptime and average load over the last 1, 5, and 15 minutes. 

 

 

W → Shows who is logged in and what they are doing. 

 

 



Ps aux  → Lists all running processes along with their CPU and memory usage. 

 

 

Glances → Comprehensive system monitoring tool covering CPU, memory, disk, network, and more. 

 


